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ICANN Updates
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Agenda- ICANN Updates

® IANA Stewardship Transition -
COMPLETED

® ICANN5S9 — Johannesburg - Policy
Forum

® DNSSEC: Securing the Domain Name
System




IJANA Stewardship
Transition - COMPLETED
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IJANA Functions Contract Expires

© 1 October 2016: The contract between ICANN and the U.S. National
Telecommunications and Information Administration (NTIA), to perform the
IANA functions, officially expired.

THANKYOU

to ICANN’s global multistakeholder community
for your hard work and dedication in completing
the IANA stewardship transition




Key Points

The U.S. Government’s plan from the start

The USG always envisioned its role in the DNS as temporary because it recognized that the DNS would be
better served by the private sector. It believes that ICANN has matured and taken steps in recent years to
improve both its accountability and transparency, and its technical competence. The USG will continue to be

active participants in the multistakeholder community through its membership in the GAC and participation in
other Internet forums.

The status quo is not an option. The Internet is a global resource, over which the USG cannot expect to
continue to hold unique authority without triggering international repercussions.

The success of the multistakeholder model

The private sector multistakeholder approach is a proven model in Internet Governance. This
transition is the “canary in the coal mine” for ICANN and its multistakeholder community, and if the

transition fails, issues dealing with the Internet will be given directly to governments for guidance in
the future.

The enhancement of operational capability for the Internet

This transition will allow for the continued expansion, diversity and innovation of one, unified and

interoperable Internet. ICANN is technically competent and capable of continuing to manage the IANA
functions after the transition.

The evolution of ICANN

Accountability mechanisms were built into the ICANN structure and model itself, providing the

organization with an inherent form of checks and balances through which all stakeholders can
participate.

ICANN has convened a multistakeholder process to determine if ICANN’s current accountability

mechanisms can be enhanced to provide further assurance that it is safe from takeover in absence of
the U.S. Government’s stewardship role.
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GNSO PDP

GNSO Council, ICANN Board or an
AC identifies issue.

IDENTIFY THE ;’(::)“x

ISSUE S

If yes, GNSQ Council requests o

Preliminary Issue Report.

GNSO Council considers if issue
will result in consensus policy.

SCOPE THE ISSUE

Staff publishes Preliminary Issue
Report for Public Comment Period.

Following Public Comment review,
Final Issue Report is submitted for

GNSO Council consideration. e
INITIATE THE PDP GNSO Council considers Final Issue

Report and decides whether to

initiate PDP.

If yes, GNSO Council
develops/adopts charter for PDPWG.
GNSO Council calls for volunteers
to form PDP WG.

WG consults with Community and
develops Initial Report for Public
Comment Period.

FORM A WORKING

After reviews, WG submits Final

Report to GNSO Council.
DELIBERATE THE FINAL REPORTo GNSO Council reviews Final Report
I and considers adoption.
@8 If adopted, GNSO Council submits

= Final Report to ICANN Board.

] ICANN Board consults Community e VOTE BY ICANN

and GAC. BOARD

ICANN Board votes on Final Report
recommendations.
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DNSSEC: Making Domain
Names Safer to use
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IDENTIFIERS’ PUBLIC REGISTRIES

NUMBERS

P Q

NAMES

LOGICAL LAYER




NAMES {'
[ = laf

DOMAIN NAMES

LOGICAL LAYER




DNS Basics

* DNS converts names (absa.co.za) to numbers
(196.36.75.6)

e ..toidentify services such as www and e-mail

e ..thatidentify and link customers to business
and visa versa

,.é Absa Bank | Banking for individuals and businesses - Internet Explorer

Y ey I:% http: /fabsa.co.zafAbsacoza ,D;I +y ":—Q Absa Bank | Banking for indiv... > | |
¥ Ll Motsecured by DNSSEC - @i No HTTPS connection

ﬁ" = = Eéél* Page ~ Safety ~ Tools - |ﬁw

I G\) A B S A Individual Small Business Commercial

Banking Borrowing Insuring Saving & Investing Ways to Bank  Switc



HealthCare.gov US-NSTIC effort

DNS is a part of all IT ecosystems-00gle
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KSK Rollover: An Overview

ICANN is in the process of performing a Root Zone DNS
Security Extensions (DNSSEC) Key Signing Key (KSK) rollover

® The Root Zone DNSSEC Key Signing
Key “KSK” is the top most cryptographic
key in the DNSSEC hierarchy

® The KSK is a cryptographic public-private
key pair:
o Public part: trusted starting point for
DNSSEC validation
o Private part: signs the Zone Signing
Key (ZSK)

® Builds a “chain of trust” of successive
keys and signatures to validate the
authenticity of any DNSSEC signed data




Why is ICANN Rolling the KSK?

® As with passwords, the cryptographic keys used in DNSSEC-signing
DNS data should be changed periodically
o Ensures infrastructure can support key change in case of
emergency

® This type of change has never before occurred at the root level
o There has been one functional, operational Root Zone DNSSEC
KSK since 2010

® The KSK rollover must be widely and carefully coordinated to ensure
that it does not interfere with normal operations

DNSSEC




When Does the Rollover Take Place?

The KSK rollover is a process, not a single event

The following dates are key milestones in the process when end users

may experience interruption in Internet services:

19 September
2017

11 October

11 January
2018

22 March
2018

Size increase
for DNSKEY
response from
root name
servers.

2017
(1)

New KSK
is used for
signing for the

first time.

The old KSK is
revoked.

.

Last day

the old KSK
appears in the
root zone.

Old key is
deleted from
equipmentin
both ICANN
Key Manage.




Who Will Be Impacted?

DNS Software
Developers &
Distributors

System
Integrators

Internet End
Service Users
Providers (if no action taken by

resolver operators)

Root Server
Operators

@ | 19
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Why You Need to Prepare

If you have enabled DNSSEC validation, you must update
your systems with the new KSK to help ensure trouble-free

Internet access for users

® Currently, 25 percent of global Internet users, or 750 million people,
use DNSSEC-validating resolvers that could be affected by the KSK
rollover

® If these validating resolvers do not have the new key when the KSK
IS rolled, end users relying on those resolvers will encounter errors
and be unable to access the Internet




What Do Operators Need to Do?

@
%
Q

Be aware whether DNSSEC is enabled in your servers
Be aware of how trust is evaluated in your operations
Test/verify your set ups

Inspect configuration files, are they (also) up to date?

If DNSSEC validation is enabled or planned in your
system

o Have a plan for participating in the KSK rollover
o Know the dates, know the symptoms, solutions




Check to See If Your Systems Are Ready

ICANN is offering a test bed for operators or any interested parties to
confirm that their systems handle the automated update process correctly

Check to make sure your
systems are ready by visiting:
go.icann.org/KSKtest

Automated Trust Anchor Update Testbed
e root zone Key Signing Key (KSK) is changing, or rolling, on 11 October 2017. _Operators of recursive resolvers wif
rity

h trust anchor before that date. If a recursive resolver supports RFC 5011, *Automated Updates of DNS Secur
DNSSEC) Trust Anchors", and this feature is properly configured, the new KSK should automatically be installed as a
rust anchor and DNSSEC validation should continue without problems.

or of the RFC 5011 automated trust anchor update protocol is

f a vali resolver's i i
Incorrect for any reason, then its configuration might not be properly updated during the root zone KSK roll and resolu

ould fail after 11 October 2017.
is testbed allows operators of validating resolvers to test their implementation and confirm its ability to property foll

|2 KSK roll and update its trust anchor configuration.
is test tool assumes that you understand the upcoming KSK change, and at least some about RFC 5011

Purpose of This Testbed

e test system described here allows the operator of a validating recursive resolver to test its support for the RFC 50
K roll.

reek. These test zones are not used for any other purpose. For example, the current zone name is 2017-03-
hicann org Baca e thi gne ed only for the testbed and contains no names 2




For More Information

Visit https://icann.org/kskroll

ﬂ Join the conversation online
o Use the hashtag #KeyRuoll

o Sign up to the mailing list
https://mm.icann.org/listinfo/ksk-rollover

Ask a question to globalsupport@icann.org
o Subject line: “KSK Rollover”

Attend an event

o Visit https://features.icann.org/calendar to find
upcoming KSK rollover presentations in your region
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