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Spam

. Fake drugs
. Porn
. One Million Dollars
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Spam =» Web

. Click on this link
for ...

. Fake drugs
. Phishing
. Porn
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= \Web = Malware

. Malicious or hacked
site

. Installs malware

VIRUS ALERTl ‘
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Phishing

Apple Up-To-Date [up-to- store.apple Add contact

To: johannes@

5527-1750 Apple Store Confirm

Apple Store

Call 1-800-MY-APPLE

Your cart: $0.00 (0 items)

Bestsellers All products
Proceed to Checkout

Special Offer

Canadian @ Pharmacy \ 5 Free Viagra samples
#1 Internet Online Drugstore . . . 4 pills for every order

Visit the Apple Onli
Copyright 2010 App

12 pills for order»$300

Viagra + Cialis

For Order more than $300:
12 VIAGRA PILLS of

FREE o y " icone 60 pills
For other Orders \ AL Y 10 ! ) 20mg
4 VIAGRA PILLS gy g " +4 Free pills

ORDER NOW ORDER NOW ORDER NOW

+ Bestsellers
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Ing your users

noying ads

S

rowser”’ clicks on ads
. Credential theft: online accounts

. Steal mail and web logins
. Send spam as your user
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your users

cial accounts

ith real ones
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Bothets




Botnets

send spam

)
1dth
rk blocked
. Hijack computer for Denial of Service

. Wastes a lot of bandwidth
. May get you blocked

Levine CANTO Aug 2014



Botnets

as malware host

Xy web server
dwidth

sidered antisocial

. Hijack computer for other purposes

. This month's special:
Bitcoin mining
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rmeasures

and stop abuse
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Outgoing spam

.Filtering
JAuthentication

DKIM.org
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DMARC.org
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peration

groups
olrade associations
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t practices (BCP)

cies (AUP)
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ck loops

Ir spam
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Return Path
Etc.

roviders

I'S
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OC groups

HES

roup
Torpig Working Group
Mariposa Working Group
DNS Changer Working Group
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Public/Private initiatives

. Convened by FCC In
the United States

. Mostly private
members

. Recommendations
not binding but
persuasive

Levine CANTO Aug 2014 18



Intergovernmental groups

. London Action Plan é‘v \

. ICPEN S ‘:a LONDON AGTION PLAN

. Interpol

INTERPOL
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CERTs

. Computer Emergency Response Team
. Generally national or regional

. Some public, some private
. Tend to have interesting meetings

(8 CARICERT “EiR3T

Cyber Emergen
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