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Why does Internet Society care?

“An Open, Globally-Connected, Trustworthy, and Secure Internet for

Everyone”




Some definitions

* Cyber security
 Threats
* |loT
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The Threats

Technical
 Malware

« Ransomware
« DDOS

* Botnets

Non technical
 Social

e Economic

Image credit: FileCloud



What should we do about 1t?
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loT Security

“An Open,
== Globally-Connected,
Trustworthy,

and Secure Internet for

Everyone”



What is |oT really?

« Despite the buzz, no single definition!

refers to scenarios where network connectivity and computing capability
extends to objects, sensors and everyday items not normally considered
computers, allowing these devices to generate, exchange and consume
data with minimal human intervention.

 Functionally The extension of network connectivity and computing capability
to a variety of objects, devices, sensors and everyday items allowing them to
generate/exchange data, often with remote with data analytic/management

capabilities.

« As Value: Data & what can be done with It.

« As a Vision: The realization of a “hyper-connected” world.
&




A Tree Ecosystem
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the Internet 1s for svervone

If it's not new, why now?:

A Confluence of Market Trends

o |l ©
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Applications

Software
gateways/processors

Technology (sensors)

&

The loT Ecosystem
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&

The loT Ecosystem (Applications)

~—

Smart home

Smart wearables

loT Solutions For Smart City
Smart Grids

Industrial Internet

Smarter Automotive Industry
Smart Health Care Systems

Smart Retail

S T L

Smart Supply Chain
10. Agriculture

11. Many more
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The loT Ecosystem Software (gatewg

Software (gateways/processors)
Intel-Edison/Galileo
Qualcomm-Snapdragon
Raspberry Pi 3

Chip RB

Marvell-MW302
Cypress-Bluetooth loT kit
Samsung ARTIK

And many more....



The loT Ecosystem (technology)

Technology (sensors)

Honeywell
Grayhill
Intel
Qualcomm

Many more...

16






The number of 10T devices and systems
connected to the Internet will be more
than

2.5x the global population
by 2020 (Gartner).




As more and more
devices are
connected, privacy
and security risks
Increase.

The Jﬂ}f of Tech.-. by Nitrozac & Snaggy

The Internet of ransomware thinags... 30 BUCKS IN
9 @ BITCOIN, OR NEXT
TIME I EMEGLt{T
ON STRIKE SMOKE, I M
HUNGRY? UNTIL YOu JUST LET ¥You
PAY UP AND SEND MOMNEY SLEEP.

20 BUCKS

ILL UNLOCK TO MY THE NEXT TIME
'“A‘“g:g”u”p# P YOU LEAVE, IT'LL MY ALARM
- I‘LL BE COST YOU 100 SYSTEM IS
OR I'LL ONLY || |BURNING THE BUCKS TO GET GOING TO GO
EREW TOAST IF YOU BACK INTO THE OFF RANDOMLY
DONT GET HOUSE, UNLESS THROUGHOUT
ME SOME YOU GIVE ME THE MIGHT,

UNLESS YOU

EXcUse Us

DISHES CAN AT
WAIT, I'M -
HACKER $100 BUSY MINING F’ﬁ'C'F’#;E I "5 é"l:.lgrn IEG
OR I‘LL REVERSE BITCOINS. ATTADOGCK_ JOFF THE
pad ity YOU WARM UP
EBLOW DIRT ALL A Bk
OVER THIS oy gank

PLACES

SEND ME %25 OR

IF YOU DON‘T I‘LL TELL EVERYOME
SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUFID ENOUGH
TRASH. TO BUY AN INTERMET-

I'LL START
YOUR CAR, BLIT
OMLY TO TAKE
¥Oou TO YOUR
BANK TO MAKE
A TRANSFER.
CONNECTED BROOM/

Used with permission. http://www.geekculture.com/joyoftech/joyarchives/2340.html



http://www.geekculture.com/joyoftech/joyarchives/2340.html

Key loT Challenges

* Security

* Privacy

* Interoperability and Standards
 Legal, regulatory and rights

« Emerging economies and
development



Key Challenge: IoT Ecosystem e

Three Dimensions:

« Combination of devices, apps,

latforms & services ﬁ
P Cloud &
We

- Data flows, touch points b Devices &

& disclosures . Sensors
Services

 Lack of defined standards

Impacts on Sustainability Issues:
 Lifecycle supportability
 Data retention / ownership R Apps &
“Ed TN mEae
SeLELTIY  Platforms

.
- s
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Interoperability and Standards
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New devices, new vulnerabilities

The attributes of many IoT devices present new and unigue security challenges
compared to traditional computing systems.

 Device Cost/Size/Functionality « Limited user interfaces (Ul)
e Volume of identical devices e Limited V|S|b|||ty |nt0 or Contr0| over,
(homogeneity) Internal workings

« Long service life (often extending far
beyond supported lifetime) * Unintended uses

- No or limited upgradability or patching *© BYOIloT

 Physical security vulnerabilities

Access



Legal, regulatory and rights




merging economies an
evelopment
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. . Apps
Who |S responS| ble’) Platform developers

developers Platform

operators

Developers and users of IoT

Protocol

devices and systems have a developers Cevice
collective obligation to \ vendors
ensure they do not expose

_ App Secure and
others and the Internet itself ervices _ orivate loT T

to potential harm operators

makers
and

regulators

To scale up we need a Retailers

collective approach, and S
] ] resellers

addressing security challenges operators

Retailers

on all fronts. e
resellers
&


https://otalliance.org/system/files/files/initiative/documents/iot_trust_framework2.1.pdf

What we’re doing about it




There are two ways to view |oT Security

Inward Security

Focus on potential harms to the health,
safety, and privacy of device users and
their property stemming from
compromised loT devices and systems

Outward Security

Focus on potential harms that
compromised devices and systems can
inflict on the Internet and other users
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What i1s the Online Trust Alliance?

*OTA was founded in 2004

developed technical standards to fight spam,;

. advance Secure Sockets Layer (SSL) and email authentication
best practices;

- has introduced a foundation for a future loT certification
programme;

- and has worked on measures to address online fraud.

*An initiative of the Internet Society (ISOC), as of 5
April 2017!

Z@Wi// help improve security and data privacy for users (ISOC'’s trust
agenda)

29



Some OTA’s initiatives

‘Annual Online Trust Audit;
* Cyber Incident Response Guide;

 Internet of Things (loT) Trust Framework.
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Online Trust Alliance IoT Security & Privacy Trust
Framework

Measureable principles vs. standards
development

¢ Devices & Sensors
¢ Applications & Services

Security

Consumer grade devices (home, office
and wearables) Data Privacy

¢ Transparency & Notice
¢ Choice & Control

Address known vulnerabilities and 1oT

threats » Lifecycle Support & Device Mgt

Sustainability ¢ Data Portability & Transferability

Actionable and vendor neutral

https://otalliance.org/iot/

& a1


https://otalliance.org/iot/
https://otalliance.org/iot/
https://otalliance.org/iot/
https://otalliance.org/iot/
https://otalliance.org/iot/

OTA

Online Trust Alliance
an Internet Society initiative

Online Trust Alliance IoT Security Resources

Internet of Things OTA

A Vision for the Future

Online Trust Alliance
Society intative

The rapid rise in the Internet of Things (IoT) has brought forth a new generation of devices and services
representing the most significant era of innovation and growth since the launch of the Internet. loT solutions

are g gers offering

across the globe countless benefits.

From fitness trackers to “smart” thermostats and connected tovs to connected cities and healthcare services.

society is on the cusp of a new technologic
will be in use worldwide in 2016 and will r¢
are being connected every day.!

“An ecosystem built on trus
and innovation, where bene
to society and commerce at
realized by prioritizing secui
and privacy”

In many cases, these fears may be justifiec
an insecure loT device can drive collective
many devices have vulnerabilities which cc
becoming proxies for abuse with a capacit
disruption.

In order to realize the economic and social
must address these security, privacy, and g
This will require innovation, leadership, an
stakeholders can come together and achie
will be fourfold: not only will they realize ¢
will also keep regulation at bay, increase th
infrastructure and help bring loT to scale.

The Online Trust Alliance (OTA) believes th
private dialog we can overcome these chal
more trustworthy connected world. OTA h
policymakers to proactively address these
research.

Working with all staksholders, OTA is comn
while enhancing online trust and empower
standards and deep technology expertise, ¢
helping make security and privacy core tot

Internet Of Things; A Vision For The Future

@ T A Securing the Internet of Things

Online Trust Aliance A Collaborative & Shared Responsibility

Society and the global economy are wif ing an level of i ion being brought forth
from the introduction of thousands of new Internet of Things (loT) connected devices. They are
providing significant benefits to the home and office, while wearable devices offer the promise of
enhancing one’s personal lifestyle and health. Yet to date, the level of commitment to device security,
privacy and sustainability is unclear. Many within the security community believe industry is not
adequately addressing fundamental security, privacy and life-safety issues. All too many loT devices
appear to be designed primarily for ience and functionality while long-term security is
conspicuously absent. Many of these “smart” devices are often not as smart as suggested.

In the absence of adoption of security norms and
privacy practices we are reaching a crossroads where g
regulation may be required. Yet in reality legislation by itself
will not be effective. Passing regulation will take too long and
will never keep pace with the evolving threat landscape. One
promising alternative is an inclusive, multi-stakeholder effort
that recognizes the need for change and expresses a

to adopt self-reg If- ion is not without its own challenges. While
well intended, it is often the case that decision makers are not committed and the consensus-driven
process results in little if any impactful results.

Much like global warming or industrial pollution, there will be long-term consequences resulting from
inaction with loT threats. The impact of these threats have jumped to the physical world, ranging from
unlocking doors, turning on cameras, shutting down critical systems and theft of personal property. The
door has been opened. The lack of action has created a treasure chest ripe for abuse by white collar
criminals, terrorists and state sponsored actors as loT devices become weaponized. Left unchecked we
may realize a “digital environmental disaster”.

CHALLENGES OF THE CONNECTED AUTO, GYM, HOME & OFFICE

Risks to one’s personal and physical safety have become reality. All too many connected devices ranging
from automobiles and thermostats to children’s toys and fitness devices, have insecure remote access
and controls. By default many collect vast amounts of personal and sensitive information which may be
shared and traded on the open market. The majority of these devices do not have the functionality (or
an easily discoverable method) to easily remove one’s personal data. Ideally, they would have a single
reset button to delete all data on the device when the device is sold, transferred or rented to others.
Such a function should preserve security patches and updates, while deleting user data and disabling
any access by the previous owner, remove supporting applications and permanently deleting data
related applications on backend services.

© 2017 All Right Reserved. The Internet Society (1SOC) Page 1

OTA

Online Trust Alliance

&

Enhancing the Security, Privacy %&j
& Safety of Connected Devices

Addres ng cyber th T T I R TP Py S

Inventory all devices v
Q1 | internet and network.
connected to your nef

Contact your Internet
Q| 1atest security standar
which does not identi

a Check that contact inf
email address regular|

o Confirm devices and t
maximize protection.

OTA o’oeu

Online Trust Alliance

SMART DEVICE PURCHASE & SETUP CHECKLIST O\‘

Maximizing Security & Privacy with Your Smart TV & Connected Devices

Prior to purchase confirm your ability to return the device for a refund if on set up you find the security andfor
privacy practices do not comply with industry best practices or your personal requirements. If you cannot opt
out of sharing data with third parties or are not provided the option of opting in, consider alternative products.

Review all
accounts and avoid us
O | codes no longer used.
reduce the risk of you
is trying to access you

Review the privacy po
U and sharing with third
updates. Reset as app

Prior to purchase review device's warranty and support policies and verify the security and software patches are
provided for the life of the product, beyond that of the device warranty period offered by the manufacturer.

Register your device providing your contact information and primary email address with the manufacturer to
help ansure you receive security updates and related notifications to help maximize your security and privacy.

become available. If possible enable automatic updates on the device setup options.

Use a unique user name and password which does not identify your family or the brand/model of the device and
change them frequently. This can reduce the threat of your device being maliciously targeted by hackers.

Review devices' warrz
[ | patches and updates,
device.

o Before discarding, ret
reset it to factory sett

| Review privacy setting
U | contact sharing, bluet
applications to promp

o Back up your files incl
that are not permane;

Q
D Verify your device is updated and patched directly from the manufacturer. Install updates as soon as they

When downloading apps to your device, install them directly from the manufacturer's official site where
possible and carefully review any requested permissions such as location tracking, use of the camera and
microphone.

When browsing sites with your connected device, exercise the same caution as you would with your personal
computer.

Turn off and unplug your device(s) if you are gone for extended periods of time to reduce the risk of your device
being hacked, being susceptible to power surges and save on energy use.

use it to isolate your device(s) from other networks.

Disable or protect remote access to your connected device(s) when not needed to reduce the risk of hacking.

O | tfpossible, connect your device directly through a wired connection. If your home router has a guest network

Any device that connects to the Interet should be guarded by a firewall to help prevent unauthorized access.
Use a router-based firewall and turn on any built-in firewall settings your device might have

a Document all of the smart devices and applications you use. List the company URL, passwords, contact email
and phone numbers. Password protect the document or use a password “vault” mobile application.

PRIVACY

If you are selling your connected device, reset the device to factory settings andfor clear any saved data. If you
Q| are purchasing or using a previously owned or opened device, be sure the device has been reset to factory
settings (including advertising identifiers, parental controls and all privacy settings) before using it

Review the privacy practices of connected devices you own o are considering buying |nc|ud|ng data collection
a and sharing policies with third parties. Reset to reflect your pref

collection and sharing, camera and microphone settings and other functions). I your settmgs ot b8
modified, consider the *raset to factory settings” option to start a clean setup.

Q | Tomaximize your privacy, di ofthe c d microphone. Consider removing the camers, flipping
it to face the wall or covering the camera lens to prevent accidental o unauthorized use. Doing 50 means the
camera will only capture a black image or the wall.

D Create user profiles with unique settings for children’s use of the device.

https://otalliance_org/SmartHome
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ISOC “loT Trust by Design” Campaign

1 2

Work with manufacturers @ Mobilize consumers to
and suppliers to adopt drive demand for
and implement the OTA security and privacy
loT Trust Framework capabilities as a market
differentiator

3

Encourage policy and
regulations to push for
better security and
privacy features in 0T

33



Activity highlights

OTA IoT Trust Framework implementation
- Best practices and toolkits

- Implementation guide

- Training for ISOC and community

Research

Paper on |oT Security for Policymakers

Policy research: mapping the 10T policy/regulatory
landscape

Economic study on IoT security externalities
Study on “consumer grade” loT markets, to better
understand manufacturing trends and consumer
behaviour

Global, regional and local partnerships

Security-minded loT alliances

Certification organizations

Civil society organizations

Organizations that review consumer products
Internet Society community

Outreach to policy makers

Regional engagement in strategic countries
Global and regional events

Workshops and capacity building

Thought pieces and articles
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Thank you.

Shernon Osepa

Manager Regional Affairs Latin America & the
Caribbean
osepa@isoc.org

@ShernonOsepa
&

Visit us at
www.internetsociety.org
Follow us
@internetsociety

Galerie Jean-Malbuisson 15,
CH-1204 Geneva,
Switzerland.

+41 22 807 1444

1775 Wiehle Avenue,
Suite 201, Reston, VA
20190-5108 USA.

+1 703 439 2120
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