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Traditional Defenses Are Ineffective Against Advanced Unknown Threats
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Cloud Sandboxing Enables Easy Defense Against Advanced Attacks
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Integrated Cloud Sandboxing Defense System

Cloud Signature Databases Cloud Sandbox Imitates an OS Experts Provide
In-Depth Analysis
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Cloud Sandbox Security Capabilities Are Continually Updated

Emulate an actual environment to detect abnormalities

» Detects unknown malicious files, abnormal Command and Control
(C&C)

» Horizontal scalability

* Cloud Sandbox Portal

Identify reputation values of inspected items
* File reputation

* IP reputation

* Webreputation

Determine information about threats and attacks
» Domain queries

» File queries

* Reputation queries

Evaluate high-risk items for expertsto analyze

» 24/7 professional support

* Important information provided for expert
manual analysis

Assess network security situation

* Visual display of network-wide known and
unknown threats

Visual display of network-wide attacks
Network-wide security posture awareness
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Advantages of Cloud Sandbox
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Rapid Deployment: One-click Advanced Threat Defense Subscription

» Specific device protection

* Online device
deployment .

« Expert administrators 24 -

Configuration and
maintenance

» Upgrades and expansion

» Uses existing network
security devices

Service subscription
Zero configuration

» Expert analysis available
anytime
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Threat Visualization: Real-time Security Posture Display and Threat Prediction
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Attack Logs
Time Attacker Location  Attacker IP Port  Attacked Location Attack Type
2017-01-14 15:16:13 PH San Manuel 124.217.*111 445 AE Dubai{ INTRUSION
2017-01-14 15:16:14 CN Wuhan 116.211.*.90 8888 AE Dubai s INTRUSION
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Network-wide Detection: Leaves Unknown Threats with Nowhere to Hide
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intelligence Sharing: Defends Against the Latest APT Attacks
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Evolution of Huawei’s Cloud Sandbox Deployment Around the Globe
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Cloud Sandbox Portal: sec.huawei.com

Cloud Locations
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The information in this document may contain predictive statements including, without
limitation, statements regarding future financial and operating results, future product
portfolio, new technology, etc. There are a number of factors that could cause actual
results and developments to differ materially from those expressed or implied in the
predictive statements. Therefore, such informationis provided for reference purposes
only and constitutes neither an offer nor an acceptance. Huawei may change the
information at any time without notice.
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